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POLICIES AND PROCEDURES
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IMPORTANT NOTE: THIS DOCUMENT IS SUPPLIED AS A GUIDE FOR YOUR COMPANY TO TAILOR TO THE POLICIES AND PROCEDURES ACTUALLY USED IN YOUR OFFICE. THIS DOCUMENT IS NOT INTENDED TO INSTRUCT YOUR COMPANY ON HOW TO PERFORM THE SERVICES PROVIDED BY YOUR COMPANY AND DOES NOT CONSTITUTE LEGAL OR FINANCIAL ADVICE.  
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(LETTERHEAD)
POLICIES AND PROCEDURES MANUAL 

FOR

      (hereinafter “Company”)
 
It is the intent of this Company to be in full compliance with state and federal laws related to every area of our business. The procedures established herein are to be utilized as minimum controls for the operation of the business and for the education of staff in order to (1) follow federal and state consumer protection laws, (2) protect entrusted consumer funds, and (3) protect consumer and/or client non-public personal information. In addition, it is the intent of this Company to embrace the “Title Insurance and Settlement Company Best Practices” (“Best Practices”) standards recommended by the American Land Title Association (ALTA) to illuminate the level of professionalism, promote quality, ethical and professional service, provide for appropriate employee training and exceed all legal and regulatory standards. The Company already has procedures and policies in place to achieve all of these objectives, which are further detailed and enumerated in the following manual.

DEFINITIONS

1. Background Check: A background check is the process of compiling and reviewing both confidential and public employment, address, and criminal records of an individual or an organization. Background checks may be limited in geographic scope. This provision and use of these reports are subject to the limitations of federal and state law.

2. Company:     , being the entity implementing the best practices.

3. Escrow: A transaction in which an impartial third party acts in a fiduciary capacity for the seller, buyer, borrower, or lender in performing the closing for a real estate transaction according to local practice and custom. The escrow holders have fiduciary responsibility for prudent processing, safeguarding and accounting for funds and documents entrusted to them.

4. Escrow Trust Account: An account to hold funds in trust for third parties, including parties to a real estate transaction. These funds are held subject to a fiduciary capacity as established by written instructions.

5. Federally Insured Financial Institutions: A financial institution that has its deposits insured by an instrumentality of the federal government, including the Federal Deposit Insurance Corporation (FDIC) and National Credit Union Administration (NCUA).

6. Licenses: Title Agent or Producer License or registration, or any other business licensing requirement as required by state law, or a license to practice law, where applicable.  
7. Non-public Personal Information: Personally identifiable data such as information provided by a Consumer on a form or application, information about a Consumer’s transactions, or any other information about a Consumer which is otherwise unavailable to the general public. Non-Public Personal Information (NPI) includes first name or first initial and last name coupled with any of the following: Social Security Number, driver’s license number, state-issued ID number, credit card number, debit card number, or other financial account numbers.
8. Positive Pay or Reverse Positive Pay: Any system by which the authenticity of a check is determined before payment is made by the financial institution against which the check is written. 

9. Settlement: In some areas called a “closing.” The process of completing a real estate transaction in accordance with written instructions during which deeds, mortgages, leases and other required instruments are executed and/or delivered, an accounting between the parties is made, the funds are disbursed and the appropriate documents are recorded.

10. Trial Balance: A list of all open individual escrow ledger record balances at the end of the reconciliation period.

11. Three-Way Reconciliation: A three-way reconciliation is a method for discovering shortages (intentional or otherwise), charges that must be reimbursed or any type of errors or omissions that must be corrected in relation to an Escrow Trust Account. This requires the escrow trial balance, the book balance and the reconciled bank balance to be compared. If all three parts do not agree, the difference shall be investigated and corrected.

CHAPTER 1

LICENSING

Best Practice #1: Establish and maintain current license(s) as required to conduct the business of title insurance and settlement services.

Purpose:  Maintaining state mandated insurance licenses and corporate registrations (as applicable) helps ensure the Company remains in good standing with the state.

Company Policies and Procedures for Implementation and Adherence to Best Practice #1:

1. The Company establishes and maintains the following

a. Applicable business License(s) as listed on Exhibit B.

b. Compliance with Licensing, registrations, or similar requirements with the applicable state regulatory department or agency.

c. Appropriate compliance with ALTA’s Policy Forms Licensing requirement.

2. All required licenses, state regulatory licenses, registrations or similar requirements and ALTA forms licenses are obtained in a timely manner and documented in a log which includes at a minimum licensee, license type, license number, expiration/renewal date.  

3. The log is reviewed and updated at a minimum of monthly to ensure accurate and timely tracking and renewal of licenses.   

4. The Principals and Employees of the Company shall:

a. Maintain the necessary qualifications and requirements to obtain and maintain each required license.
b. Pay, in a timely manner, any and all fees necessary to maintain each required license.
c. Perform any and all professional training necessary to maintain each required license.
5. Each Licensee that fails to perform all of the requirements necessary shall be prohibited from performing such functions for which the license is required, until such time as the license is restored.

PLEASE REFER TO THE BP#1 EXHIBITS FOR INCLUSION AS APPROPRIATE

	Exhibit BP#1 – A
	[LICENSING RESOURCES]


Refer to the following link for necessary  requirements by State in which the Company operates

	STATE
	DOI
	STATE BAR
	SECRETARY OF STATE

	North Carolina
	http://www.ncdoi.com/
	http://www.ncbar.gov/
	http://www.sosnc.com/


	Exhibit BP#1 – B
	[LICENSING TRACKING ]


	Company / Individual 
	License Name       
	License Name       
	License Name       
	License Name       
	License Name       
	License Name       
	License Name       
	License Name       
	ALTA Policy Forms License

	Due Dates
	     
	     
	     
	     
	     
	     
	     
	     
	     

	Cost
	$     
	$     
	$     
	$     
	$     
	$     
	$     
	$     
	$195.00

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



	Exhibit BP#1 – C
	[BEST PRACTICE #1 ASSESSMENT CRITERIA CHECKLIST ]


	Confirmed 
	Assessment Criteria
	Documentation

	 FORMCHECKBOX 

	Maintain applicable business license(s) and  compliance with licensing, registration, or similar requirements with the applicable state regulatory department or agency 


	     


Maintain an electronic or hard-copy folder wit

	 up-to-date licensing information 



	
	     
	

	 FORMCHECKBOX 

	If an ISSUING AGENT of title insurance, maintain a current license for the continued use of ALTA’s policy 

forms. 


	     


CHAPTER 2

ESCROW ACCOUNTS

Best Practice #2: Adopt and maintain appropriate written procedures and controls for Escrow Trust Accounts allowing for electronic verification of reconciliation.

Purpose: Appropriate and effective escrow controls and staff training help title and settlement companies meet client and legal requirements for the safeguarding of client funds. These procedures help ensure accuracy and minimize the exposure to loss of client funds. Settlement companies may engage outside contractors to conduct segregation of trust accounting duties.

Company Policies and Procedures for Implementation and Adherence to Best Practice #2:

In addition to following all applicable laws concerning trust accounting, the Company shall follow all of the following policies and procedures regarding Escrow and/or Trust Accounts:

1. Authorized Employees Only

a. Only those employees whose authority has been defined to authorize bank transactions may do so. Transactions are to be conducted by authorized employees only.

b. Appropriate authorization levels are set for employees by the Company and reviewed for updates annually. 


c. All employees with access to entrusted funds or NPI undergo pre-hire criminal background checks going back a minimum of five years.

d. At least every three years, employees with access to entrusted funds or NPI undergo subsequent criminal background checks going back a minimum of five years.

e. Ongoing annual training is performed for all employees with access to entrusted funds or NPI regarding the proper management of the Escrow and/or Trust Accounts.


f. Former employees are immediately deleted as listed signatories on all bank accounts, including removing all computer access privileges to the Company network and/or any online banking functions.

2. Trust Accounts Maintained At Insured Banks
a. The Company maintains all Escrow and/or Trust accounts at federally insured financial institutions.

Banks: http://research.fdic.gov/bankfind/
Credit Unions: http://researchcu.ncua.gov/views/findcreditunions.aspx
b. If directed in writing by the beneficial owner of certain funds to be held in trust, the Company may put those funds (and only those funds) in a separate trust account with an institution designated by the beneficial owner of said funds.

3. Separation of Accounts and Duties
a. Regardless of how many Escrow / Trust Accounts are maintained by the Company:

i. Company funds and entrusted funds are NOT commingled.

ii. Operating accounts are separately maintained from all entrusted funds. 

iii. Escrow / Trust accounts are separately maintained from all Company funds and properly identified, including, but not limited to, checks, deposit slips, ledgers, statements and all related supporting documentation.
b. Escrow funds or any other funds which the Company maintains under a fiduciary duty to another are NOT commingled with an employee’s, manager’s or principal’s personal account.

c. Escrow Trust Accounts are properly identified as “escrow” or “trust” accounts.
d. The Escrow / Trust account reconciliation authority and function is performed by someone who does not possess check signing and wire initiation authority and functions.

4. General Governing Rules

a. International Wire Blocks, to prevent any wires from the Escrow / Trust accounts without additional authorization, are used where available.

b. Automated Clearing House Blocks to prevent any ACH Transactions from the Escrow / Trust Account without additional authorization are used where available.

c. Positive Pay and/or Reverse Positive Pay to verify the issuance of a check at the bank before clearing said check is used where available.


5. Reconciliation of Escrow Trust Accounts  
a. Outstanding file balances are documented.
b. Reconciliation standards:

i. All Escrow / Trust Accounts are reconciled monthly.

ii. Receipts and disbursements are reconciled every day.

iii. Opening balance for the month matches the ending balance for the prior month’s reconciliation or explanation and documentation accompanies the reconciliation.

iv. On at least a monthly basis, Escrow / Trust Accounts are prepared with Trial Balances (“Three-Way Reconciliation”), listing all open escrow balances.

IMPORTANT: Three Way Reconciliation documentation at a minimum includes bank statement, reconciliation sheet/summary page with book balance, outstanding deposits list/deposits in transit, open escrow file listing or trial balance and outstanding disbursements list all as of the reconciliation date. All amounts should equal between the book balance, reconciled bank balance and trial balance.

v. Within TEN (10) days of the receipt of the bank statement, the Company performs the Three-Way Reconciliation.

vi. Within TEN (10) days of the discovery of an open exception, the Company resolves any and all open exceptions or documents reasons for the exception remaining open.

vii. Within TEN (10) days of the completion of the Three-Way Reconciliation, the Company resolves any and all open exceptions or documents reasons for the exception remaining open.

viii. In no event, shall an exception remain unresolved or unexplained from one Three-Way Reconciliation to the next.

ix. Within TEN (10) days of the completion of the Three-Way Reconciliation, the monthly Reconciliation is reviewed by a manager or supervisor of the Company who does not have check signing and wire initiation authority.
c. The results of the Three-Way Reconciliation are available and electronically accessible by the Company’s contracted title underwriter.
PLEASE REFER TO THE BP#2 EXHIBITS FOR INCLUSION AS APPROPRIATE.
(In addition, there is a longer alternative procedure for compliance with ALTA Best Practice #2 on the Investors website. This longer alternative version of the procedures includes additional optional considerations that your Company may wish to consider.)
	Exhibit BP#2 – A
	[SOFTWARE RESOURCES FOR BEST PRACTICE #2]


A. Trust Accounting Requirements



· Contact – Jennifer Vaughn – 919.945.2404
B. Criminal Background Check Solutions

1. INTELIUS.COM 



For a limited time, use this link and get 30% off a Background Check Report
2. USSEARCH.COM



For a limited time, use this link and get 30% off a Background Check Report
C. Credit Check Solutions
(Credit Checks are no longer required, but here is a solution for those that desire to also check credit)

1.
EQUIFAX.COM



For a limited time, use this link and get 5 credit reports for the price of 4
	Exhibit BP#2 – B
	[ESCROW / TRUST ACCOUNTS TRACKING]


	Account Number 
	Type of Account: 
	Active or Inactive
	FDIC Insured
	Positive Pay
	Reverse Positive Pay
	ACH Block
	International Wire Block

	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



	Exhibit BP#2 – C
	[AUTHORIZATIONS FOR ACCOUNTS TRACKING ]


	Employee
	Active or Inactive
	Prepares checks
	Prepares Deposits
	Signatory
	Initiates wires
	Verifies and authorizes wires
	Reconciles account
	Reviews reconciliation

	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



	Exhibit BP#2 – D
	[ACTIVE EMPLOYEES TRACKING]


	Employee
	Date of Hire
	Background Check
	Authorization for Background Check
	Escrow Training
	Other Training
	Acceptable Use Agreement
	List Systems Access

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     

	     
	
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	     


	Exhibit BP#2 – E
	[TERMINATED EMPLOYEES TRACKING]


	Employee
	Date of Termination
	Access to Building Removed
	Passwords Changed
	Access to all systems removed
	Access to all Bank Accounts removed

	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	     
	     
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



	Exhibit BP#2 – F
	[ADDITIONAL ESCROW / TRUST INTEREST-BEARING ACCOUNTS TRACKING ]


	Account Number 
	Financial Institution 
	Account / Party Name
	Purpose
	Balance
	Release Date
	Current Bank Statement

	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 


	     
	     
	     
	     
	     
	     
	 FORMCHECKBOX 



	Exhibit BP#2 – G
	[BEST PRACTICE #2 ASSESSMENT CRITERIA CHECKLIST ]

	Confirmed 
	Assessment Criteria
	Documentation

	 FORMCHECKBOX 

	Maintain written procedures and controls for escrow accounts, hiring and training, and at a minimum, cover all sections of Best Practice #2.
	     

	 FORMCHECKBOX 

	List all active and inactive escrow accounts; including signatories, wire initiators and approvers, and verification that employee is in active status.
	     

	 FORMCHECKBOX 

	Maintain documentation that all active employees have had background checks and training on escrow account management.
	     

	 FORMCHECKBOX 

	Confirm that access to signatory stamps is limited to authorized signers.
	     

	 FORMCHECKBOX 

	Three way reconciliations are completed within 10 business days of closing day of the bank statement.
	     

	 FORMCHECKBOX 

	Daily and monthly reconciliations are prepared by someone who does not have check signing or writing authority.
	     

	 FORMCHECKBOX 

	Reconciliations are reviewed and signed off by management or a supervisor.
	     

	 FORMCHECKBOX 

	Reconciliations, bank statements and supporting documentation are accessible electronically by the Company’s contracted underwriter(s).
	     

	 FORMCHECKBOX 

	Accounts are in balance, contain all supporting reports and a proper three way reconciliation is being produced.
	     

	 FORMCHECKBOX 

	Confirm that escrow or trust accounts are clearly labeled by the bank as an escrow or trust account.
	     

	 FORMCHECKBOX 

	Confirm that all other documents (bank statements, deposit slips, checks) are clearly labeled by the bank.
	     

	 FORMCHECKBOX 

	Confirm that escrow checks, deposit slips and other related records maintain associated file numbers.
	     

	 FORMCHECKBOX 

	For inactive / dormant accounts, confirm senior management approval is obtained for any disbursement of funds.
	     

	 FORMCHECKBOX 

	For all active trust accounts, confirm the following:
Agree opening bank and book balances to ending balance on prior month’s reconciliation or differences are identified.
	     

	 FORMCHECKBOX 

	Investigate and resolve unusual bank activity (bank charges, insufficient fund charges and negative daily balances.
	     

	 FORMCHECKBOX 

	Confirm all bank charges are funded by the Company’s operating account within 30 days of reconciliation.
	     

	 FORMCHECKBOX 

	Identify, investigate and resolve outstanding deposits.
	     

	 FORMCHECKBOX 

	Identify, investigate and resolve outstanding checks, particularly those that are time sensitive (payoffs, recording clerk, tax collector, hazard insurance, underwriter checks or other high risk items).
	     

	 FORMCHECKBOX 

	Identify, investigate and resolve significant file shortages, dormant funds, or miscellaneous funds.
	     

	 FORMCHECKBOX 

	Clearly document and determine validity of adjustments needed to bring the account in balance.
	     

	 FORMCHECKBOX 

	Confirm that no operating and escrow funds are comingled.
	     

	 FORMCHECKBOX 

	Review disbursement registers or cancelled checks to confirm no questionable activity.
	     

	 FORMCHECKBOX 

	Document and maintain record of activity for all interest-bearing accounts.
	     

	 FORMCHECKBOX 

	Confirm that all escrow trust accounts are maintained at Federally Insured Financial Institutions, unless otherwise directed.
	     

	 FORMCHECKBOX 

	Confirm a settlement statement, file ledger (disbursement statement), proof of incoming and outgoing funds and any other supporting documentation are maintained in each file.
	     


CHAPTER 3

PRIVACY AND PROTECTION OF NON-PUBLIC PERSONAL INFORMATION

Best Practice #3: Adopt and maintain a written privacy and information security program to protect Non-public Personal Information as required by local, state and federal law.

Purpose: Federal and state laws (including the Gramm-Leach-Bliley Act) require title companies to develop a written information security program that describes the procedures they employ to protect Non-public Personal Information. The program must be appropriate to the Company’s size and complexity, the nature and scope of the Company’s activities, and the sensitivity of the Consumer information the Company handles. A Company evaluates and adjusts its program in light of relevant circumstances, including changes in the Company’s business or operations, or the results of security testing and monitoring. 

Company Policies and Procedures for Implementation and Adherence to Best Practice #3

1. Physical security of Non-public Personal Information

The Company:
i. Restricts access to Non-public Personal Information to authorized employees who have undergone Background Checks at hiring.
ii. Prohibits or controls the use of removable media.
iii. Uses only secure delivery methods when transmitting Non-public Personal Information.
2. Network security of Non-public Personal Information

The Company:

i. Maintains and secures access to Company information technology.

ii. Developed and maintains guidelines for the appropriate use of Company information technology.
iii. Ensures secure collection and transmission of Non-public Personal Information.

3. Disposal of Non-public Personal Information

  
The Company:

i. Adheres to Federal law which requires companies that possess Non-public Personal Information for a business purpose to dispose of such information in a manner that protects against unauthorized access to or use of the information.

4. The Company has an established Disaster Recovery Plan (attached.)

5. The Company exercises appropriate management and training of employees to ensure compliance with the Company’s information security program.

6. The Company has oversight of service providers to help ensure compliance with the Company’s information security program.

The Company
i.  Takes reasonable steps to select and retain service providers that are capable of appropriately safeguarding Non-public Personal Information.

7. Audit and oversight procedures are in place to ensure compliance with the Company’s information security program.

The Company
i. Reviews the privacy and information security procedures to detect the potential for improper disclosure of confidential information.

8. Notification of security breaches to customer and law enforcement

The Company
i. Posts the privacy and information security program on all Company websites and provides program information directly to customers in useable form. When a breach is detected, the Company has a program to inform customers and law enforcement as required by law.

PLEASE REFER TO THE BP#3 EXHIBITS FOR INCLUSION AS APPROPRIATE

(In addition, there is a longer alternative procedure for compliance with ALTA Best Practice #3 on the Investors website. This longer alternative version of the procedures includes additional optional considerations that your Company may wish to consider.)
	Exhibit BP#3 – A
	[PriVACY AND PROCTECTION OF nON-PUBLIC PERSONAL INFORMATION checklist ]


General
1.       is responsible for all documentation and maintenance of all NPI policies and procedures.
2. Have you identified those individuals within your firm, and any vendor or other party who may provide a service to your company, who may have access to NPI?








 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
No

a. If YES, list: _________________________________________
3. Do you have an information security program/policy to protect NPI?




 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
a. Is it updated annually?








 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
b. Does the information security program/policy include:

i. Locations, systems, and methods for storing, processing, transmitting, 

and disposing of its customer information?





 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
ii. Potential internal and external threats that could result in unauthorized disclosure, misuse, 

alteration, or destruction on Non-public Personal Information or customer information systems 

and assessments of the likelihood and potential damage to the Company

and its customers of these threats?






 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
iii. Procedures for monitoring, detecting attacks/intrusions and responding to incidences?
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
c. Does it include a disaster recovery plan?






 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. If YES, does it include a procedure for data and system backup and business resumption 

to protect against destruction, loss, or damage of information from potential environmental 

hazards, such as fire and water damage or technological failures?


           
  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
d. Is the program/policy tested by a qualified independent staff?




  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. Does it include in the testing?

1. Management’s documented approach for testing the information security program 

and evidence of testing?






 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
2. Frequency of testing of the information security program?


 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
3. Documentation of approach for tracking and remediating exceptions 

and/or control gaps? 







 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
e. Does it limit access to information systems containing NPI to authorized users only?   

 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
f. Does it include a provision for immediate removal of access by terminated employees?

 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
g. Does it include five year background check upon hiring or within the three years on all employees?
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
h. Have employees been trained on this program/policy?





 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. Do employees sign an acceptable use of information technology asset agreement annually?

 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
j. Does it include policies and procedures over record retention and disposal?


 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. If disposal services are provided by a third party: 
1. Was due diligence conducted in selecting service provider?


 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
2. Do you have a copy of the contract agreement and a recent document disposal 
certificate from the vendor?






 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
3. Did you verify that third party has controls to safeguard customer information 
(i.e. Review the results of audits, security reviews or tests, intrusion logs, 

or other evaluations)?







 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
4. Do you provide a Privacy Policy to customers?







 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
a. Is a privacy statement also included on your company website?




 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. If YES, does the statement clearly disclose what NPI is obtained on the site?

 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
Physical

5. What type of physical security does your office have to limit access to NPI to authorized personnel?
(Check as appropriate)
 FORMCHECKBOX 
 Locked Building
 FORMCHECKBOX 
 Locked File Room
 FORMCHECKBOX 
 Locked File Cabinets
 FORMCHECKBOX 
 Locked Offices

 FORMCHECKBOX 
 Burglar Alarm
 FORMCHECKBOX 
 Clean Desk Policy
 FORMCHECKBOX 
 Shredding of NPI

6. Do you have off-site storage of physical files?







 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
If YES, is it: 
(Check as appropriate)
 FORMCHECKBOX 
 Secure Storage Company
 FORMCHECKBOX 
 Self-Storage Facility


 FORMCHECKBOX 
 Owned


 FORMCHECKBOX 
 Leased

 FORMCHECKBOX 
 Alarmed


 FORMCHECKBOX 
 Locked

Digital
7. Website:
a. Does your company or firm have a website? 






  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
b. If YES, is any NPI collected through your firm website? 





  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. If YES, is the connection for collection of NPI encrypted? 




  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
8. Computers:
a. How many computers do you have in your office (not counting servers)?



      
i. Do only authorized personnel have access to Company hardware?



  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
ii. Is only authorized software installed on Company hardware?



  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
b. How many computer servers do you have in your office?





      
i. Are settings in place for restriction of removable media?




  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
c. Do you have a separate computer exclusively for online banking functions?



  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
d. Are the computers at your firm configured as part of a Local Area Network (LAN)?


  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
e. Are the internal hard drives in the computers encrypted?





  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
f. Are there restrictions for the use of removable media (ex. USB, CD/DVD drives)?


  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
g. Do you have procedures for monitoring, detecting and responding to attacks/intrusions?

  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. Do you perform an independent third party network security assessment annually that 
includes intrusion detection and penetration testing and act on the recommendations 

of the service provider?  







 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
h. Are computers set to “go dark” after a set time period of inactivity, requiring password to restart?
 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
9. Computer Back Ups:
a. Are your computers backed up regularly?






 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. If YES, how often?
 FORMCHECKBOX 
  Weekly    FORMCHECKBOX 
   Monthly
ii. If YES, how long are backups saved? 
 FORMCHECKBOX 
 Daily  FORMCHECKBOX 
Weekly  FORMCHECKBOX 
 Monthly  FORMCHECKBOX 
 Annually 

b. Are your servers backed up regularly?







 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
i. If YES, how often?
  FORMCHECKBOX 
  Weekly     FORMCHECKBOX 
  Monthly
ii. If YES, how long are backups saved? 
 FORMCHECKBOX 
 Daily  FORMCHECKBOX 
 Weekly  FORMCHECKBOX 
 Monthly  FORMCHECKBOX 
 Annually 

c. Are backups secured in an off-site location?






  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
10. Internet Connection:

a. Are your computers connected to the internet?






  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
If YES:

i. Are they protected by a Firewall?






  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
ii. Are your computers protected from computer viruses and malware?


  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
iii. Are your servers protected from computer viruses and malware? 



  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
iv. How often is the virus and malware protection software updated? 


 FORMCHECKBOX 
 Hourly  FORMCHECKBOX 
 Daily  FORMCHECKBOX 
 Weekly  FORMCHECKBOX 
 Monthly  FORMCHECKBOX 
 Annually 

v. Is the virus protection update process automated?




 FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No


11. Passwords:

a. Are all computers at your company or firm password protected?




  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
If YES:

i. Does each user have a separate login account and kept secret and secure?


  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
ii. Are the passwords complex?







  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
   (e.g. at least 8 characters, with capital and lower case letters, and numbers)

iii. How often are the passwords changed?
 

 FORMCHECKBOX 
 Monthly  FORMCHECKBOX 
 Quarterly  FORMCHECKBOX 
 Annually  FORMCHECKBOX 
 Never 

12. Email:

a. Do you have email?
i. If YES, is there a central account?






  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
1. If NO, is there a separate email for most of the people in your firm?

  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
ii. If YES, is it a firm specific email (e.g. you@yourcompany.com)



  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
1. If YES, is it housed on site (e.g. Microsoft Exchange Server)


  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
iii. If YES, does your firm send NPI over email (e.g. a HUD)




  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
iv. If YES, does your firm have encrypted email?





  FORMCHECKBOX 
 Yes  FORMCHECKBOX 
 No
	Exhibit BP#3 – B
	[SOFTWARE SOLUTIONS FOR BEST PRACTICE #3]


A. Criminal Background Check Solutions

1. INTELIUS.COM 



For a limited time, use this link and get 30% off a Background Check Report
2. USSEARCH.COM



For a limited time, use this link and get 30% off a Background Check Report
B. Credit Check Solutions
(Credit Checks are no longer required, but here is a solution for those that desire to also check credit)

1.
EQUIFAX.COM



For a limited time, use this link and get 5 credit reports for the price of 4
C. ITIC Encrypted Email Solution  (Powered by Voltage.com)
1. 

2. CLICK2SEND.COM
D. ITIC Encrypted Document Solution  (Powered by Voltage.com)


E. Domain Registrar Solutions

1. GODADDY.COM



For a limited time, 25% off your first purchase
2. DOMAIN.COM




For a limited time, FREE domain at Domain.com with every hosting plan.  Enter Coupon Code 'FREEDOM9"
3. REGISTER.COM



F. Pop Email Provider Solutions

1. GODADDY.COM



For a limited time, 25% off your first purchase
2. DOMAIN.COM




For a limited time, FREE domain at Domain.com with every hosting plan.  Enter Coupon Code 'FREEDOM9"
3. REGISTER.COM


 
G. Anti-virus Software Protection Solutions

1. TRENDMICRO.COM 




 
2. NORTON.COM






3. MCAFEE.COM






H. Digital Backup Solutions

1. DROPBOX.COM





2. NORTON.COM



 
3. IRONMOUNTAIN.COM



· Use the Name INVESTORS TITLE

· Contact - Brad Rinehart – 610-495-3485

· Bradley.Rinehart@IronMountain.com
· Pricing based upon location and amount of materials

4. CARBONITE.COM


 
I. Software Decommissioning/ Erasing and Shredding

1. IRONMOUNTAIN.COM


· Use the Name INVESTORS TITLE

· Contact - Brad Rinehart – 610-495-3485

· Bradley.Rinehart@IronMountain.com
· Pricing based upon location and amount of materials

2. SHREDIT.COM



     

	Exhibit  BP#3 – C
	[ INFORMATION SECURITY RISK SAMPLES ]


Rank each Risk identified as Low Medium High 

Rank Fixes as Low Medium High or Critical
· A general list follows. Identify and list all potential risks to Non-public Personal Information.

	Information Risk Identified 
	Likelihood of Breach
	Impact of Breach
	Overall Severity of Breach
	Critical Fixes

	Nature and Accidents
	     
	     
	     
	     

	Employee Error
	     
	     
	     
	     

	Former Employee Breach
	     
	     
	     
	     

	Hacking, Virus, System Penetration
	     
	     
	     
	     

	Fraud, Theft
	     
	     
	     
	     

	Third Party Providers
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· Note: This is a sample only. Complete listing Company’s third party providers and means of safeguarding customer information.
	Exhibit BP#3 – D
	[BEST PRACTICE #3 ASSESSMENT CRITERIA CHECKLIST ]


	Confirmed
	Assessment Criteria
	Documentation

	 FORMCHECKBOX 

	Develop, document and maintain an Information Security Program / Policy to protect its Non-public Personal Information, ensuring it is updated at least annually.
	     

	 FORMCHECKBOX 

	Confirm employees are trained on the Company’s Information Security Program / Policy.
	     

	 FORMCHECKBOX 

	Develop, document and maintain an Information Security Risk Assessment, including the risk ranking of information systems.
	     

	 FORMCHECKBOX 

	Verify that Information Security Risk Assessment includes locations, systems and methods for storing, processing, transmitting and disposing of its Consumer information.
	     

	 FORMCHECKBOX 

	Verify that Information Security Risk Assessment identifies internal and external threats that could result in unauthorized disclosure, misuse, alteration or destruction of Non-public Personal Information or Consumer information systems and assess the likelihood and potential damage to the Company and its Consumers.
	     

	 FORMCHECKBOX 

	Confirm and document that key controls, systems and procedures of the Information Security Program are regularly tested by qualified independent staff in accordance with the risk assessment.
	     

	 FORMCHECKBOX 

	Confirm and document that Information Security Program includes management’s approach for testing and tracking remediation and evidence and frequency of testing.
	     

	 FORMCHECKBOX 

	Confirm and document that employees complete an acceptable use of information technology assets agreement on a periodic basis.
	     

	 FORMCHECKBOX 

	Review and document the policies and procedures to verify logical access to information systems containing Non-public Personal Information is restricted to authorized persons only.
	     

	 FORMCHECKBOX 

	Retain documentation in employee’s files regarding access and approval to systems.
	     

	 FORMCHECKBOX 

	Develop, document and maintain a process for removing access to Non-public Personal Information for terminated employees.
	     

	 FORMCHECKBOX 

	Confirm that administration access rights to systems containing Non-public Personal Information are not assigned to personnel performing business transactions within the system.
	     

	 FORMCHECKBOX 

	Periodical review by management of employee access to confirm that only required employees have access to information systems necessary to perform job functions.
	     

	 FORMCHECKBOX 

	Develop, document and maintain logical access controls which include unique user id’s and complex passwords.
	     

	 FORMCHECKBOX 

	Develop, document and maintain policies regarding the use of removable media (USB, CD, DVD).
	     

	 FORMCHECKBOX 

	Provide encryption of electronically transmitted or stored Non-Public personal Information.
	     

	 FORMCHECKBOX 

	Document and maintain procedures for monitoring, detecting attacks / intrusions into Consumer information systems and responding to incidents. If outsourced, document evidence of management review.
	     

	 FORMCHECKBOX 

	Document employee access to physical locations containing Consumer information (buildings, computer facilities, record storage facilities).
	     

	 FORMCHECKBOX 

	Document and maintain a Clean Desk Policy.
	     

	 FORMCHECKBOX 

	Document and maintain Change Management Procedures when technology and business functions change.
	     

	 FORMCHECKBOX 

	Develop procedures for system modifications (hardware and software), ensuring that the changes are documented, tested and approved.
	     

	 FORMCHECKBOX 

	Develop, document and maintain procedure for data and system backup and business resumption (Disaster Recovery Plan).
	     

	 FORMCHECKBOX 

	Document all third party providers who have access to Non-Public personal Information and your process for selecting your third party.
	     

	 FORMCHECKBOX 

	Establish controls to monitor security procedures of service providers to safeguard Consumer information.
	     

	 FORMCHECKBOX 

	Document the process for providing Privacy Policy to Consumers.
	     

	 FORMCHECKBOX 

	Confirm that Privacy Policy is included on the Company’s website, if applicable.
	     

	 FORMCHECKBOX 

	Confirm that the website’s privacy statement accurately discloses what Non-public Personal information is obtained on the site.
	     

	 FORMCHECKBOX 

	Develop, document and maintain policies and procedures for record retention and disposal.
	     

	 FORMCHECKBOX 

	If document / electronic media disposal services are provided by a third party, obtain evidence of the contract agreement / SLA and a recent document disposal certificate from the vendor.
	     


CHAPTER 4

REAL ESTATE SETTLEMENT PROCEDURES

Best Practice #4: Adopt standard real estate settlement procedures and policies that help ensure compliance with Federal and State Consumer Financial Laws as applicable to the settlement process.

Purpose: Adopting appropriate policies and conducting ongoing employee training helps ensure the Company can meet state, federal, and contractual obligations governing the Settlement. 

Company Policies and Procedures for Implementation and Adherence to Best Practice #4:
1. Recording Procedures

The Company

i. Reviews legal and contractual requirements to determine Company obligations to record documents and incorporate such requirements in its written procedures.

ii. Submits or ships documents for recording to the county recorder (or equivalent) or the person or entity responsible for recording within two (2) business days of the later of (i) the date of Settlement, or (ii) receipt by the Company if the Settlement is not performed by the Company.

iii. Tracks shipments of documents for recording.

iv. Ensures timely responses to recording rejections.

v. Addresses rejected recordings to prevent unnecessary delay.

vi. Verifies that recordation actually occurred and maintains a record of the recording information for the document(s).

2. Pricing Procedures

The Company:

i. Maintains written procedures to ensure customers are charged the correct title insurance premium and other rates for services provided by the Company. These premiums and rates are determined by a mix of legal and contractual obligations.

ii. Utilizes rate manuals and online calculators, as appropriate, to help ensure correct fees are being charged for title insurance policy premiums, state-specific fees and endorsements.

iii. Ensures discounted rates are calculated and charged when appropriate, including refinance and reissue rates.

iv. Performs quality checks files after Settlement to ensure consumers were charged the Company’s established rates.

v. Provides timely refunds to consumers when an overpayment is detected.

PLEASE REFER TO THE BP#4 EXHIBITS FOR INCLUSION AS APPROPRIATE:
(In addition, there is a longer alternative procedure for compliance with ALTA Best Practice #4 & #5 on the Investors website. This longer alternative version of the procedures includes additional optional considerations that your Company may wish to consider.)

	Exhibit BP#4 - A
	[REJECTED DOCUMENT RECORDING LOG ]


	File Number / Name
	Document
	Closed
	Shipped
	Recorded
	Returned to Lender/ Consumer
	Rejected Date of Resolution
	Resolution

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     


	Exhibit BP#4-B
	[SHIPPED DOCUMENT RECORDING LOG ]


	File Number / Name 
	Document
	Closed
	Shipped
	Recorded
	Returned to Lender/ Consumer
	Rejected Date of Resolution
	Resolution

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     
	     


	Exhibit BP#4-C
	[BEST PRACTICE #4 ASSESSMENT CRITERIA CHECKLIST ]


	Confirmed 
	Assessment Criteria
	Documentation

	 FORMCHECKBOX 

	Submit or ship document for recording within 2 business days of settlement or receipt of necessary documents if settlement is not performed by the company.

	     

	 FORMCHECKBOX 

	Maintain a tracking log of documents shipped for recording and rejected recordings ensuring that documents are shipped timely and rejections are addressed timely.

	     

	 FORMCHECKBOX 

	Maintain written procedures to ensure that customers are charged the correct title insurance premium and other rates for services provided by the company.

	     

	 FORMCHECKBOX 

	Utilize rate manuals and online rate calculators, as appropriate, to ensure correct fees are being charged for title insurance policy premiums, state-specific fees and endorsements.

	     

	 FORMCHECKBOX 

	Ensure discounted rates are calculated and charged when appropriate.

	     

	 FORMCHECKBOX 

	Quality check process is in place after Settlement to  ensure consumers were charged the company’s established rate. 


	     

	 FORMCHECKBOX 

	Process in place to ensure timely refunds are provided to consumers when an overpayment is detected.

	     


CHAPTER 5

TITLE POLICY PRODUCTION

Best Practice #5: Adopt and maintain written procedures related to title policy production, delivery, reporting and premium remittance.

Purpose: Adopting appropriate procedures for the production, delivery, and remittance of title insurance policies helps ensure title companies can meet their legal and contractual obligations.

Company Policies and Procedures for Implementation and Adherence to Best Practice #5:

If an Issuing Agent:

1. Policy Issuance

Title insurance policies are Issued and delivered to customers within thirty days of the later of (i) the date of Settlement, or (ii) the date that the terms and conditions of the title insurance commitment are satisfied.

2. Underwriter Reports and Remittance

By the last day of the month following the month in which an insured transaction was settled, the Company:

a. Reports to the title insurance underwriter all of the policies issued during the current month.
b. Remits to the title insurance underwriter all of the premiums and fees collected and due to the title underwriter.
PLEASE REFER TO THE BP#5 EXHIBITS FOR INCLUSION AS APPROPRIATE:
(In addition, there is a longer alternative procedure for compliance with ALTA Best Practice #4 & #5 on the Investors website. This longer alternative version of the procedures includes additional optional considerations that your Company may wish to consider.)
	Exhibit BP#5 – A
	[BEST PRACTICE #5 ASSESSMENT CRITERIA CHECKLIST ]


	Confirmed 
	Assessment Criteria
	Documentation

	 FORMCHECKBOX 

	Maintain written procedures related to title insurance policy production, delivery, reporting and premium remittance. 


	     

	 FORMCHECKBOX 

	Title insurance policies are issued and delivered to customers in a timely manner to meet statutory, regulatory or contractual obligations.

	     

	 FORMCHECKBOX 

	Title insurance policies are issued and delivered within 30 days of the later of the (i) date of Settlement, or (ii) the date that the terms and conditions of title insurance commitment are satisfied.  


	     

	 FORMCHECKBOX 

	Title insurance policies (including a copy of the policy) are reported to the underwriter by the last day of the month following the month in which the insured transaction was settled.

	     

	 FORMCHECKBOX 

	Title insurance premiums are remitted to the underwriter by the last day of the month
 following the month in which the insured transaction was settled.   


	     


CHAPTER 6

PROFESSIONAL LIABILTY INSURANCE

Best Practice #6: Maintain appropriate professional liability insurance and fidelity coverage.

Purpose: Appropriate levels of professional liability insurance or errors and omissions insurance help ensure title agencies and settlement companies maintain the financial capacity to stand behind their professional services. In addition, state law and title insurance underwriting agreements may require a Company to maintain professional liability insurance or errors and omissions insurance, fidelity coverage or surety bonds.  

Company Policies and Procedures for Implementation and Adherence to Practice #6:

1. The Company maintains and shall continuously maintain professional liability insurance or errors and omissions insurance in an amount appropriate given the Company’s size and complexity and the nature and scope of its operations. The amount is not less than the amount agreed to in the Company’s contractual obligations to its underwriter and state law, if applicable. This includes but is not limited to:

a. Professional Liability or Errors and Omissions Insurance

b. Fidelity Bond Coverage– If Applicable  (Protection for Company Against Employee Dishonesty)

c. Surety Bond Coverage – If Applicable
d. Cyber Fraud / Cyber Crime Coverage – If Applicable
e. Other coverages required by state law or the title insurance underwriting agreements in effect.
PLEASE REFER TO THE BP#6 EXHIBITS FOR INCLUSION AS APPROPRIATE:
	Exhibit BP#6 - A
	[PROFESSIONAL LIABILITY INSURANCE LOG ]


	Type of Coverage
	Carrier
	Deductible
	Coverage Amount
	Expiration / Renewal Date
	Entity Covered

	Errors and Omissions
	     
	     
	     
	     
	     

	Fidelity

	     
	     
	     
	     
	     

	Surety
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     


	Exhibit BP#6 – B
	[BEST PRACTICE #6 ASSESSMENT CRITERIA CHECKLIST ]


	Confirmed 
	Assessment Criteria
	Documentation

	 FORMCHECKBOX 

	Maintain professional liability insurance or errors and omissions insurance.

	     

	 FORMCHECKBOX 

	Maintain and comply with additional requirements for professional liability insurance, errors and omissions insurance, fidelity coverage or surety bonds, as provided by state law or title insurance underwriting agreements.  


	     


CHAPTER 7

ADDRESS CONSUMER COMPLAINTS

Best Practice #7: Adopt and maintain written procedures for resolving consumer complaints.

Purpose: A process for receiving and addressing consumer complaints helps ensure reported instances of poor service or non-compliance do not go undiscovered.

Company Policies and Procedures for Implementation and Adherence to Best Practice #7:

1. All Consumer Complaints are tracked on the standard complaint form below.

2. Timeline for handling consumer complaints:
	Action
	Timeframe

	Consumer Complaint Received.

	     

	Complete Complaint Intake Form.

	Within       Hours Of Receipt.

	Complaint Intake Form Delivered To Complaint Officer. 


	Within       Hours Of Completion.

	Consumer is contacted by Complaint Officer for acknowledgment of receipt of complaint and/or to obtain additional information.

	Within       Hours of Receipt of Complaint Intake Form.

	Status update is made to the consumer If the complaint is not resolvable within 3 additional business days.  


	By the end of the 5th  business day.

	Status update every 5th business day thereafter.
	By the end of the 8th business day and subsequent days until the complaint is resolved.



	Complaint intake form is completed and a copy is either uploaded to server or kept in a separate file along with others. 


	At resolution of the complaint.


3. Consumer Complaint Contact and Responsibilities
a. The complaint contact for the Company is      . The complaint contact is responsible for:

i. Supervising the entire Consumer Complaint Process

ii. Ensuring that time requirements for addressing consumer complaints are met;

iii. Administering and maintaining the Consumer Complaint log;
iv. Administering and maintaining the Consumer Complaint files in an orderly and professional manner, including but not limited to:
1) Consumer Complaint Intake Form

2) All correspondence related to the Consumer Complaint; and

3) All supporting documentation related to the Consumer Complaint.

v. Investigating the nature and credibility of the Consumer Complaint, including but not limited to:

1) Investigation of the Consumer Complaint;

2) Making a determination as to the validity and credibility of the Consumer Complaint;

3) Making a determination as to the person or persons (inside or outside the Company) that is responsible for the facts and circumstances that led to the Consumer Complaint;

4) Making a determination as to the best possible resolution for the Consumer Complaint; and

5) Pursuing the best possible resolution for the Consumer Complaint; and

vi. Informing the Board of Directors and/or principals of the Company of the status of filed, resolved and unresolved complaints on at least a monthly basis.

4. Consumer Complaint Intake  

a. Every employee is informed and aware that Consumer Complaints may come to the Company in many forms, including but not limited to,:

i. Phone Calls

ii. Letters (Regular Mail)

iii. Certified Mail

iv. Emails

v. Voice Mail

vi. Legal Action

b. If an employee hears something that sounds like a Consumer Complaint, the Complaint Intake Form shall be completed and processed.  

5. Consumer Complaint Policy

While not every Consumer Complaint will be the responsibility of the Company, the Company remains dedicated to pursuing a resolution for each Consumer Complain that is preferable and acceptable to the Consumer and the Company.

PLEASE REFER TO THE BP#7 EXHIBITS FOR INCLUSION AS APPROPRIATE:
	Exhibit BP#7 – C
	[COnsumer COMPLAINT INTAKE, DOCUMENTATION & TRACKING]


	Client Complaints

	Logged By
	Date
	Client Name
	Complaint
	Assigned To
	Resolution
	Resolution Date

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     

	     
	     
	     
	     
	     
	     
	     


	Exhibit BP#7 – B
	[Best Practice #7 Assessment Criteria Checklist ]


	Confirmed 
	Assessment Criteria
	Documentation

	 FORMCHECKBOX 

	Maintain written procedures for resolving consumer complaints which includes a standard complaint form, single point of contact, procedures for forwarding complaints to appropriate personnel and logging and resolution of complaints.

	     

	 FORMCHECKBOX 

	Establish and maintain a standard consumer complaint form that identifies information that connects the complaint to a specific transaction.

	     

	 FORMCHECKBOX 

	Establish a single point of contact for consumer complaints.

	     

	 FORMCHECKBOX 

	Establish and maintain a log of consumer complaints that includes whether and how the complaint was resolved.  


	     


(ON LETTERHEAD)

Code of Business Conduct and Ethics

This Code of Business Conduct and Ethics covers a wide range of business practices and procedures. It does not address every situation that may arise, but it sets forth basic principles to guide you. We expect all of the employees of      , “the Company" to conduct themselves according to this Code and to seek to avoid even the appearance of improper behavior. If a law conflicts with this Code, always comply with the law; however, if a local custom or policy conflicts with this Code, you must comply with the Code. If you have any questions about such a conflict, discuss the situation with your supervisor. Anyone who violates this Code will be subject to disciplinary action up to and including dismissal. If you are in or if you observe a situation that you believe is or may lead to a violation of the Code, follow the guidelines set forth in Sections 13 and 14 below.

1. Compliance with Laws, Rules and Regulations

Obeying the law, both in letter and in spirit, is one of the foundations on which the Company's ethical standards were built. We expect all of our employees to obey the laws of the cities and states in which we do business and all federal laws, including all federal securities laws, rules and regulations. Perceived pressures from supervisors and demands due to business conditions are no excuse for violating the law. Seek advice from your supervisor or other appropriate person if you have any questions about whether you are in compliance with applicable laws and regulations.

2. Conflicts of Interest

A conflict of interest exists when a person's private interests interfere with the Company's interests. For example, a conflict of interest may arise when an employee takes an action or has an interest that could make it difficult for him to perform his job for the Company effectively and objectively. A conflict of interest may also arise when an employee or a member of his or her family, receives an improper personal benefit as a result of his or her position with the Company. There is usually a conflict of interest when a Company employee also works for a competitor, supplier or Consumer. To avoid such conflicts, employees are prohibited from working for or serving as a director of any of our competitors or Consumers. You should try to avoid any business connection, whether direct or indirect, with our competitors and Consumers unless such connection is made on the Company's behalf. The offer or acceptance of entertainment or gifts in a business setting may also result in a conflict of interest, regardless of good intentions. Company employees and their family members should not accept any gift or entertainment in a business context unless (1) it is not a cash gift, (2) it is not excessive in value, (3) it is consistent with customary business practices, (4) it cannot be construed as a bribe or payoff and (5) it does not violate any laws or regulations. Furthermore, Company employees should not offer any gift or entertainment in the business context if it could be construed as a bribe or payoff, or if it is in violation of any laws or regulations. If you are uncertain whether a gift or entertainment is appropriate, discuss it with your supervisor. It is our policy that conflicts of interest are prohibited unless approved by      , Company Administrator. 

3. Corporate Opportunities

Employees owe a duty to the Company to act in its best interests and advance its legitimate interests when the opportunity arises. Employees may not take for themselves opportunities they discover through the use of Company information, property or position without the prior consent of      . Employees may not compete with the Company, directly or indirectly, and they may not use Company property, information or position to obtain an improper personal gain.

4. Competition and Fair Dealing

We seek to outperform our competitors and build long term relationships with our Consumers through honesty, integrity and superior performance. All of our advertising and marketing materials are truthful and accurate. Deliberately misleading statements, false claims and the omission of material facts by our employees are unacceptable.

We only obtain business legally and ethically. Bribes and kickbacks are not acceptable. Our employees may not use illegal or unethical means of obtaining information about our competitors. Stealing proprietary information, possessing trade secrets that were obtained without the owner's consent, and inducing former or current employees of our competitors to make such disclosures is strictly prohibited. To maintain our reputation, compliance with this policy is essential. If you believe that you may have obtained confidential information or trade secrets of another Company by mistake, or have any questions about the legality of methods of marketing or obtaining information, you should discuss the situation with your supervisor immediately.

5. Discrimination and Harassment

The Company is committed to providing equal opportunity in all aspects of employment. Employment decisions are based on business reasons, such as talent, qualifications and achievements, and will comply with local and national employment laws. Our employees are expected to treat each other with respect and fairness at all times. 

6. Health and Safety

The Company strives to provide you with a safe and healthful working environment and asks that you help maintain this environment by following safety and health rules and practices. You should immediately report accidents, injuries, and unsafe equipment, practices or conditions to a supervisor. Violence and threatening behavior are not permitted. In order to protect the safety of our employees, Consumers and guests, every employee is expected to report to work in condition to perform their duties and free from the influence of illegal drugs or alcohol. The use of illegal drugs and alcohol in the workplace will not be tolerated. 

7. Accounting and Public Financial Reporting

Employees will act honestly and ethically. The Company requires honest and accurate record-keeping and information reporting in order to make responsible business decisions. All financial records and accounts must accurately reflect all transactions and events and conform to applicable accounting principles and the Company's system of internal controls. No false or artificial entries may be made and all payments made may be used only for the purpose indicated in the supporting documentation. Many employees regularly use expense accounts and Company credit cards. These must be documented and recorded accurately. If you are not sure whether an expense is legitimate, ask your supervisor or the Accounting Department. All business records and communications should be clear, truthful and accurate. Business records and communications often become public; therefore, you should avoid exaggeration, colorful language, guesswork and derogatory remarks or characterizations of people and companies. This applies to all internal or external communications, including email, internal memos, formal reports and telephone communications. Records should always be retained or destroyed according to the Company's record retention policies. Personnel with accounting or financial reporting responsibilities bear a special responsibility in this respect. Employees are prohibited from taking any action to mislead, fraudulently influence, manipulate or coerce any outside auditor or accountant engaged in the performance of an audit required by laws or regulations. Types of conduct that could constitute improper influence include, directly or indirectly:

· intentionally providing an auditor or accountant with materially inaccurate or misleading statements or analysis;

· intentionally failing to provide any material fact in connection with the conduct of any audit, review, or communications required by laws and regulations;

· influencing an outside auditor or accountant to issue or reissue a report on the Company’s or its insurance Company subsidiaries’ financial statements that is not warranted in the circumstances, due to material violations of statutory accounting principles, generally accepted auditing standards or other professional regulatory standards;

· influencing an outside auditor not to perform an audit, review or other procedures required by generally accepted auditing standards or other professional standards;

· improperly influencing an outside auditor or accountant to withdraw an issued report; or 

· influencing an outside auditor or accountant not to communicate appropriate matters to the Audit Committee of the Company.

8. Confidentiality

Employees may not disclose the Company's confidential information except to another person with a legitimate business need to know or except as required by applicable laws and regulations. Confidential information includes, but is not limited to, business, marketing and service plans, engineering ideas, designs, databases, records, salary information, unpublished financial data and reports, and intellectual property such as trade secrets, patents, trademarks and copyrights. We must protect confidential Consumer and supplier information as carefully as we protect our own by marking confidential information as such, keeping the information secure, and limiting access to those who need to know in order to do their jobs. The obligation to protect confidential information continues even after your employment with the Company has ended.

9. Protection and Use of Company Assets

Employees have a responsibility to protect the Company's assets from theft, carelessness and waste, as these have a direct negative impact on the Company's profitability. Company equipment should not be used for non-Company business, although incidental personal use is permitted. Any suspected incident of theft or fraud should immediately be reported to a supervisor for investigation.

10. Communications with or Payments to Government Personnel or Agencies

All communications made by the Company’s employees to government officials must be truthful. Employees interacting with officials should deal strictly with facts. When dealing with governments in any capacity, we must take special care to comply with all legal and contractual obligations. The U.S. Foreign Corrupt Practices Act prohibits giving anything of value, directly or indirectly, to any foreign government official or political candidate in order to obtain or retain business. Furthermore, this Act prohibits anyone from making illegal payments to government officials of any country.

11. Waivers or Amendments

Only      , Administrator may waive the application of any part of this Code to an employee or approve an amendment to this Code. 

12. Reporting Violations of the Code

Persons covered by this Code must promptly report any violation or potential violation of this Code, including observed illegal or unethical behavior. If you are in doubt as to whether a violation has occurred or about the best course of action, we encourage you to talk to a supervisor. Reports of violations or potential violations of this Code with respect to questionable accounting, auditing, financial reporting or any other violations should be reported to      , Administrator for investigation. We would prefer you identify yourself to facilitate our investigation of any report. However, you may choose to remain anonymous. If you identify yourself to the recipient of your report, but request that your identity be kept confidential, we will use reasonable efforts to protect your identity. The Company does not permit or tolerate any kind of retaliation against employees, who make good faith reports of violations of this Code.

The Company will not discharge, demote, suspend, threaten, harass, or in any other manner discriminate against any employee for providing information, causing information to be provided, or otherwise assisting in an investigation of any conduct that such person reasonably and in good faith believes constitutes a violation of this Code. Any acts of retaliation against an employee who reports what the employee reasonably believes to be a violation of the Code will be treated by the Company as a serious violation of this Code and could result in dismissal by the Company and/or criminal or civil sanctions. We will also use reasonable efforts to protect the identity of the person about or against whom an allegation is brought, unless and until it is determined that a violation has occurred. Any person involved in any investigation in any capacity of possible misconduct must not discuss or disclose any information to anyone outside of the investigation unless required by law or when seeking his own legal advice, and is expected to cooperate fully in any investigation.

Any use of these reporting procedures in bad faith or in a false or frivolous manner will be considered a violation of this Code. Further, you should not use the Company's reporting procedures for personal grievances or other matters not involving this Code. Persons covered by this Code are expected to cooperate fully in the Company's investigation of complaints.

13. Compliance Procedures

In some situations, it is difficult to know whether the Code is being or will be violated. Since we cannot anticipate every situation that may arise and address it in this Code, the following guidelines will assist you in evaluating whether the Code is being or will be violated: Make sure you have all of the facts. You should be as fully informed as possible in order to make the right decision. Ask yourself whether what you are being asked to do seems unethical or improper. This will enable you to focus on the issue you are facing and the alternatives that are available to you. Remember to use your common sense. If something seems to be unethical or improper, it probably is. Clarify your role and responsibility. In many situations, there is shared responsibility. If your coworkers are informed about the situation, it may be helpful to discuss it with them. Discuss the situation with your supervisor. Often, your supervisor will be more knowledgeable about the issue and will appreciate being brought into the decision-making process. Keep in mind that it is your supervisor's job to help solve problems. If you do not feel comfortable speaking to your supervisor, talk to another member of management. Ask first and act later. If you are unsure of what to do in a certain situation, always seek guidance before you take action. Report violations in confidence and without fear of retaliation. If a situation requires that your identity be kept a secret, your anonymity will be protected. The Company does not permit or tolerate any kind of retaliation against employees for good faith reports of illegal activities or ethical violations by others.

(ON COMPANY LETTERHEAD)

ACKNOWLEDGEMENT OF CODE 

OF BUSINESS CONDUCT AND ETHICS

This Code of Business Conduct and Ethics covers a wide range of business practices and procedures. It does not address every situation that may arise, but it sets forth basic principles to guide you. We expect all employees of _____________ Law Company, the “Company” to conduct themselves according to this Code and to seek to avoid even the appearance of improper behavior.

All employees of the Company are required to certify that they have read and understand the Code of Business Conduct and Ethics within one week of their hire date and on an annual basis thereafter.

By signing below you acknowledge that as of today’s date you are not aware of any violations of the Code of Business Conduct and Ethics, including possible violations of federal securities laws that have not already been reported to the Company.

__________________________________________________________________

I certify that I have read and understand the Code of Business Conduct and Ethics.

_________________________________

Employee Signature

_________________________________

Name (Please print)

_________________________________

Location

_________________________________

Date

Received by Human Resources:

____________________________

Name

__________________________

Date 

[image: image27.png]
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