ALTERNATE PROCEDURES FOR PROTECTION OF NON-PUBLIC PERSONAL INFORMATION, 

IN ADDITION TO COMPLIANCE WITH BEST PRACTICE #3
IN THE EVENT THAT YOU DESIRE TO HAVE A ROBUST AND COMPLETE PROCEDURE FOR PROTECTION OF NON-PUBLIC PERSONAL INFORMATION, THE FOLLOWING IS OFFERED ABOVE THAT WHICH IS REQUIRED FOR MINIMAL COMPLIANCE WITH BEST PRACTICE #3.

THE PORTIONS OF THIS ALTERNATE PROCEDURE THAT ARE PREVIOUSLY STATED IN THE POLICIES AND PROCEDURES MANUAL AND REQUIRED FOR COMPLIANCE WITH BEST PRACTICE #3 ARE IN RED AND BOLD. THE OTHER PORTIONS IN BLACK ARE OPTIONAL SUGGESTIONS REGARDING A MORE DETAILED PROCEDURE REGARDING PROTECTION OF NON-PUBLIC PERSONAL INFORMATION. 
IMPORTANT NOTE: THIS DOCUMENT IS SUPPLIED AS A GUIDE FOR YOUR COMPANY TO TAILOR TO THE POLICIES AND PROCEDURES ACTUALLY USED IN YOUR OFFICE. THIS DOCUMENT IS NOT INTENDED TO INSTRUCT YOUR COMPANY ON HOW TO PERFORM THE SERVICES PROVIDED BY YOUR COMPANY AND DOES NOT CONSTITUTE LEGAL OR FINANCIAL ADVICE.  
PriVACY AND PROtection OF nON-PUBLIC PERSONAL INFORMATION DETAILED PROCEDURES
Company Policies and Procedures for Implementation and Adherence To Best Practice #3:

1. Responsible Individual and Committee

      is designated as the Privacy Officer who shall be responsible for coordinating and overseeing all matters regarding the protection of Non-public Personal Information and this Best Practice #3 (hereinafter “Privacy Program”). The Privacy Officer may designate other representatives of the Company to oversee and coordinate particular elements of this Privacy Program. Any questions regarding the implementation or interpretation of this Privacy Program shall be directed to the Privacy Officer or his or her designees.  

 [DEPENDING UPON THE SIZE OF THE COMPANY] An Information Security Committee consisting of representatives from the Company’s [Legal, Information Technology, and Operations functions] shall assist the Privacy Officer and provide direction and advice on this Program. The Information Security Committee will meet regularly by telephone or in person. Prior to implementation, the Information Security Committee or the Company’s Board of Directors or principals shall approve this Program.

2. Risk Identification and Assessment

The Company recognizes that it has both internal and external risks regarding the security of Personal Information. These risks include, but are not limited to:

a) Unauthorized access to Personal Information within the Company records by employees or others

b) Unauthorized request for access to the Company records

c) Interception of data during transmission

d) Loss of data in a natural disaster

e) Corruption of data or systems

f) Misplacement or loss of paper records

g) Compromise of data from disposal of records or equipment

h) Unauthorized or unintended disclosure of electronic or printed Personal Information

i) Failure to adequately monitor third party service providers and risks that third party providers could improperly use Consumer Personal Information

j) Risks relating to the fact that the Company relies on an outside vendor to manage its network and information technology systems

k) Remote access to the Company’s private network

l) Access to the Company’s private network and resources

m) Employees transmitting unencrypted Personal Information through electronic mail or any third party digital system

The Company intends, as part of this Privacy Program, to conduct a review on an annual basis, to identify and assess external and internal risks to the security, confidentiality, and integrity of Personal Information that could result in the unauthorized disclosure, misuse, alteration, destruction or other compromise of such information. Areas to be reviewed may include:       [employee training and management; information systems, including network and software design; information processing, storage and disposal; detecting, preventing and responding to attacks, intrusions or other system failures.]
3. Privacy Officer

The Privacy Officer will coordinate with      [representatives of the Company’s Information Technology committee, board of directors, principals] to: 

a) Assess the risks to Personal Information associated with the Company’s information systems, including network and software design, information processing, and the storage, transmission and disposal of Personal Information. 

b) Assess procedures for monitoring potential information security threats associated with software systems and for updating such systems by, among other things, implementing patches or other software fixes designed to deal with known security flaws.

c) Evaluate procedures for and methods of detecting, preventing and responding to attacks or other system failures and existing network access and security policies and procedures, as well as procedures for coordinating responses to network attacks and developing incident response teams and policies. 

[DEPENDING UPON THE SIZE OF THE COMPANY] With respect to the foregoing, the Privacy Officer may elect to delegate to a representative of the [Information Technology group] the responsibility for monitoring and participating in the dissemination of information related to the reporting of known security attacks and other threats to the integrity of networks utilized by the Company. The Privacy Officer will, on a regular basis, implement safeguards to control the risks identified through such assessments and to regularly test or otherwise monitor the effectiveness of such safeguards. 

4. Employee Training, Management and Responsibilities

A. Employee Training

1. The Privacy Officer shall explain to incoming employees and temporary contract personnel their responsibilities under this Privacy Program, as well as other applicable security policies and procedures, and the potential consequences of non-compliance.  

2. Each new employee will receive appropriate training regarding the importance of information security and Personal Information during orientation, including in the proper use of computer information and passwords. Appropriate training includes controls and procedures to prevent employees from providing Personal Information to unauthorized parties, and methods for proper disposal of documents containing Personal Information. In the case of temporary workers, a supervisor will provide adequate training regarding the identification and protection of Personal Information to protect against disclosure.
3. New employees and temporary contract personnel will receive a copy of this Program as part of the hiring process and must sign an attestation that they have read and understand the Program.  

4. Supervisors of activities that use Personal Information must be particularly vigilant in ensuring their employees understand and have adequate training in data privacy and information security. 

5. At least annually, the Company will provide training to all employees to remind them of the importance of information security and to ensure that the safeguarding procedures and controls are followed. Training activities may be modified depending on the risks perceived, scope and types of activities, and access to Personal Information.

B. Employee Management

1. All employees with access to NPI or entrusted funds shall undergo pre-hire criminal background checks going back a minimum of five years, which shall be passed upon legal requirements and job functions.

2. At least every three years, all employees with access to NPI or entrusted funds shall undergo subsequent criminal background checks going back a minimum of five years, which shall be passed upon legal requirements and job functions.

3. Access to Personal Information shall be limited on a “need-to-know” basis.  Accordingly, employees shall be granted the minimum amount of access necessary for their job functions.  

4. The Company shall conduct periodic reviews of all user access rights, with review of privileged access rights to occur more frequently. Appropriate procedures shall be implemented to prevent unauthorized access to the Company operating systems, and the data and services thereof. Access to Personal Information shall be limited to authorized users through the use of authentication procedures.

5. All data systems permitting access to Personal Information shall require users to log-in with their assigned User ID and password before obtaining access. Whenever possible, operating systems shall include appropriate technological controls to shut down and "lock out" the user after a defined period of inactivity, and require re-authentication by the user before the interactive session may be resumed. The strictness of such controls shall be commensurate to the risks associated with the type of user and the sensitivity of the relevant information. Where such controls are impracticable or incompatible with a particular business process, other appropriate controls shall be implemented to reduce vulnerabilities.  

6. Access privileges must be immediately reviewed and adjusted (expanded or decreased) anytime a Company employee is terminated or changes job functions and anytime a contractor or third party severs its relationship with the Company.  Upon termination of employment or severance of a relationship with a contactor or third party, all access to Information Systems must be promptly removed and discontinued.   

7. All hardware and software assets assigned to an employee, contractor, or third party user must be returned upon separation from the Company or termination of the engagement.  

8. The Company shall implement additional termination and separation procedures as appropriate to ensure the security of Personal Information. 

C. Employee Responsibilities

The Company expects all employees to exercise good judgment regarding their use of Company networks and information technology resources. In particular, employees are required to maintain authentication security (i.e. passwords and access tokens) and to secure computers and other office equipment. 

All Employees:

1. Are personally responsible for the usage of his or her User ID and password.  

2. May not store passwords on computer systems in unprotected form, and may not write passwords down unless stored in a secure location away from their computers.  

3. Are further prohibited from “loaning” or otherwise disclosing their passwords to others and from using the passwords of other users.

4. Are required to promptly change any temporary or initial-use password, and to select and change all subsequent passwords in accordance with applicable password standards.  

5. Who suspect his or her password has been compromised must change the password immediately and report this suspicion.  

6. Shall ensure that unattended computing equipment has appropriate protection. The Company requires employees to terminate active (logged-in) sessions before leaving a device unattended, unless it can be securely "locked" (e.g., with a password-protected screensaver). The Company may also require employees to physically secure a device, or the area in which the device is located, with a key lock or equivalent before leaving it unattended.

7. Must ensure that the procedures outlined in this Privacy Program are followed. Any employee who becomes aware of a violation of this Program should promptly report any such violation to the Privacy Officer or appropriate supervisor.  

5. Information Security

a. Physical Security

1. No Unauthorized Access to NPI
The Company shall not allow unauthorized physical access or damage to Personal Information. Security measures employed shall be commensurate with the risks and any relevant legal, regulatory, or contractual requirements associated with a particular facility.   

Within facilities, Data Center access in particular, shall be restricted to individuals whose access is necessary to perform legitimate business functions. The Company shall clearly identify such restricted areas and take additional security measures as appropriate to prevent unauthorized access. Where appropriate, additional security measures may include: [additional security personnel, use of security cameras, mobile device restrictions, additional identity verification requirements, and keeping record of all visitors and date and times of visits.]

Company equipment and files stored off-premises shall be protected to the extent possible and appropriate under the circumstances. Appropriate security measures shall be applied for equipment in transit and offsite, taking into account the different risks presented offsite and the sensitivity and value of the information on or accessible through the equipment. 

2.
Clean Desk Policy

The Company shall observe a “Clean Desk Policy,” as follows:

a. During the work day, employees shall close paper and electronic files containing NPI when they are away from their desks.

b. At the end of the work day, all documents, files, portable devices, and electronic media containing NPI shall be locked in a desk, file cabinet, or secure room overnight. Corresponding keys should be removed from the premises.

3.
Location Security
a. The Company shall institute and maintain physical security for each office, suite, and/or building for every Company location where NPI may be stored. 

b. The Company shall limit and secure points of entry to the building, suite, and any locations where NPI may be stored. 

c. Security systems should include individual access codes or personal keys/fobs and, if appropriate, include a log file to record dates and times of each individual use. A review of the log file should be done on a regular basis by a department manager/supervisor.

d. Security systems should include an alarm component.

e. Security systems should be tested and checked periodically to be sure that an unauthorized entry attempt would be detected, an alarm created, and the incident investigated and resolved.

f. All security guidance for office locations, described above, should be followed.

g. Additional security and detection of fire, flood, natural disasters, and other dangers in unstaffed locations.

B. Network Security
The Company shall take appropriate measures to protect the security of the computer network and Personal information in transit. Firewalls shall be used to protect all entry points to the Company networks. The Company shall implement and maintain network-based intrusion detection and prevention systems to ensure detection of any intrusions from un-trusted networks. 

1. Computer Updates

The Company shall keep network and computer systems up to date and protect assets, including but not limited to:

a. Maintaining up-to-date operating system updates for servers, desktops, laptops, etc.

b. Applying security patches as suggested by the provider after appropriate validation. For example, some Windows security patches may negatively affect internal applications.

c. Using Group Policies whenever possible to manage access to network resources, applications, and files which may contain NPI.

d. Maintaining up-to-date network firewalls.

e. Maintaining up-to-date intrusion detection systems.

f. Maintaining up-to-date malware, virus protection and/or spyware, with options to scan removable media.

2. Annual Review and Assessment of Computer Updates and Security Protocols

At least annually, perform independent 3rd party network security assessments including intrusion detection and penetration testing and act on the recommendations of the service provider.

3. Maintain and Secure Access to Company Information Technology

a. All employees shall read and sign an acknowledgement of the Privacy Program annually.

b. All employees shall affirmatively lock their workstations when they know they will be away for more than a few minutes (e.g., lunch break, scheduled meeting).

c. All employee workstations shall have setting triggering a screen saver to appear after an appropriate period of inactivity (e.g., 15 minutes), at which point a password will be required from the user.

d. Wireless networks, in particular, shall require a password to join. 

e. Passwords, generally:

i. Strong passwords shall be required

ii. Passwords shall be a minimum of 8 characters.

iii. Passwords shall be a mixture of letters (upper and lowercase), numbers, and special characters.

iv. Passwords shall be kept secret and secure.

v. Passwords shall not be written down.

vi. Attempts to log in with an incorrect password shall lock a user out of the system after 3-5 incorrect attempts. The lock out shall result in a required reset of the password or, alternatively, in an inability to log into that user account for a specified period of time (e.g., 15 minutes).

vii. All account Passwords shall be changed on a regular basis (no more than every 90 days) with a forced change trigger built into the computer or network.  It is recommended that the user be prevented from reusing the 5 most recently used passwords. In particular, any Administrative accounts shall be changed on a regular basis. 

viii. Set and periodically update all default passwords (or establish passwords where not preset) for network resources (e.g., routers, wireless networks).

f. User Account Administration, Permissions Management, and Password Management

i. Rights and responsibilities for creating user accounts and establishing passwords shall be vested in one or a few key employees and controlled closely.

ii. All system account passwords shall be documented. These accounts are typically used for inter-process communication and frequently cannot be changed on a regular basis. The permissions associated with these accounts shall be kept as narrow as possible.

iii. Software systems shall be configured to use Windows authentication or, alternatively, programmatically meet the equivalent of these password recommendations.  

iv. Single sign-on schemes shall be used, where available, to establish a single user identity for multiple systems and/or applications.  

v. Documented procedures shall be followed to ensure that employees have the proper access upon hire, upon any job changes, and removal after separation from employment to terminate access. 

vi. Separate accounts and passwords shall be established for each individual user. User accounts shall not be shared among multiple employees. Office-wide passwords or shared codes shall not be used.

vii. Permissions features for software applications shall be used to manage access to technology, limiting access to NPI to appropriate employees and vendors.

viii. Permissions and rights features for network and storage devices shall be used to limit access to NPI to appropriate employees and vendors with authorization and legitimate purpose.

g.
Data accessed remotely or stored on mobile/smart devices
i. Mobile devices shall have password protection enabled to access the device contents

ii. Remote access shall be provided by an encrypted service and shall only be established with explicit permission from the Company.

iii. Remote access to the Company networks may be permitted only with appropriate security controls. In particular, access shall be provided only for legitimate business purposes, and user authentication shall be required.

h.
Mobile/smart devices shall be equipped with remote location apps and the ability to remotely erase the hard drive.

iv. To find vendors/products which may be helpful, search “remote wipe” for the device and set up the device to permit remote wiping of data. Be sure to determine if the remote wipe will remove data from an SD card or other removable memory.

4. Appropriate use of Company Information Technology.

The following policies (and appropriate user training) are recommended to protect Company assets and NPI:
a. Only authorized persons are permitted to use Company hardware (servers, computers, laptops, tablets, mobile devices, fax machines, copiers, scanners, printers, etc.). 

b. Only authorized software is may be installed on Company hardware.

c. User names and passwords are not shared or communicated with others.

d. All hardware must undergo a security check prior to utilization.

5. Collection and Transmission of Non-public Personal Information Shall Be Secure and/or Encrypted.

Protecting Data (also called Encrypting Data).  Three kinds of data could need protection.  (a) “Data at Rest” including on servers or stored on mobile/smart devices,  (b) “Data in Use” such as on computers, mobile phones and tablets, and websites, and (c) “Data in Motion” such as information traversing a computer network: 

a. Data at Rest
Data at Rest is data, files, and other information stored on computer servers, desktops, copiers, laptops, smart phones, tablet computers, removable storage devices, etc. 

i. Do not store Data at Rest in an unencrypted storage location (not a desktop/workstation) or on encrypted portable devices and electronic media, but rather be stored on the network.

ii. Never load database files or applications, such as title production software, on personal computers. 

iii. Never store NPI on personally owned devices.

iv. Delete files from portable devices and electronic media when they are no longer needed.

v. Physically secure assets with NPI by securing physical access to the server room and/or server hardware.

vi. Encrypt all laptop computers, portable devices, and electronic media containing NPI.

b. Data in Use
Data in Use or data that is being processed at a point in time. When NPI is Data in Use, it shall NOT:

i. Be accessed or viewed by unauthorized persons to view other clients, such as displayed on computer monitors or on documents where photo images could be captured.

c. Data in Motion
d. Data in Motion is found when data including data files, documents or other communications containing NPI are sent or received over a network or from one device/user to another device/user (e.g., via e-mail, FTP, or online document sharing methods like SendSpace or shared DropBox folders).

i. Identify Requirements. Practices for handling data in motion requires special consideration because of the diversity and number of customers or transaction participants the agent must interact with on a transaction. Consider that different customer types may have different requirements and systems, security, compliance or usability considerations of their own.

ii. Identify Current Practices. Identify and document all methods and procedures that are used to transmit or receive NPI or that come into your Company’s possession and control. Companies shall review all of the methods and procedures that are used to receive and to send information containing NPI. Common methods of delivery that require protection include email, internet-based services, websites, and online backup services.
iii. Email. Email, both inbound and outbound, shall be reviewed to determine if data containing NPI is being sent unencrypted from the Company or received by the Company. If email containing un-encrypted NPI is being received (e.g., closing packages from lenders, preliminary HUD-1 statements), the Company should proactively contact the sender to request an alternative delivery method.

a) Protect email content:

1) Companies shall establish and own their own true business domain (@Company.com), email account and address.

2) The Company shall not use any public and/or free email addresses like gmail.com, aol.com, hotmail.com, etc. 

3) For transmission of NPI in the subject or body of the email, Company shall use email encryption services.
4) Spam or content filtering shall be used on email servers.

b) Protect email file attachments with NPI.
c) Password protect electronic files sent outside the Company network as attachments with passwords and communicate the passwords (or password instructions like “first 4 letters of street name + last 4 of borrower SSN”) in a separate message from the file.

6. Portable Media

Examples of portable physical media include, but are not limited to, external hard drives, laptops, USB drives, CDs, DVDs, tapes and flash drives. The loss or theft of a laptop or other supported media device must be reported immediately to the Privacy Officer.

a. Portable devices, data, and files containing NPI shall be password-protected or encrypted.

b. Portable devices, data and files containing NPI shall not be in an unlocked vehicle or where they are visible from outside the vehicle.

c. Portable devices, data and files containing NPI shall not be left in a hotel room, conference room, reception area or any other location that can be accessed by others.

d. Each user is responsible to protect portable devices containing NPI in their possession from theft or unauthorized access.

7. Network Vulnerability Testing

Network vulnerability testing shall be performed periodically to ensure that Personal Information and the Company network are protected. Testing shall be performed with reasonable frequency and the results of such tests shall be documented and kept on file. Remediation of any discovered vulnerability shall be initiated with reasonable promptness under the circumstances, taking into consideration the severity of the vulnerability uncovered.

6. Backup Policy and Procedures

The Company requires that computer server systems be backed up periodically and that the backup media is stored in a secure off-site location. The purpose of the systems backup is to provide a means to: (1) restore the integrity of the computer systems in the event of a hardware/software failure or physical disaster, and (2) provide a measure of protection against human error or the inadvertent deletion of important files. The systems backups will consist of regular full and incremental backups and will be stored in a secure off-site location based on the schedule listed below. 

a. Back-Up Procedures

The standard procedure for systems backup is as follows: 

1. A full systems backup will be performed       [DAILY, WEEKLY]. 

2. Daily backups will be saved for a full week and weekly backups will be saved for a full month.

3. The last daily backup of the week will be saved as a weekly backup. The other daily backup media will be recycled for other uses or destroyed.

4. The last weekly backup of the month will be saved as a monthly backup. The other weekly backup media will be recycled for other uses or destroyed.

5. Monthly backups will be saved for one year, at which time the media will be recycled or destroyed.

b. Storage of Back-Ups

All Weekly, Monthly or Annual backups will be stored in a secure, off-site location. If a tape is used, then proper environment controls, temperature, humidity and fire protection, shall be maintained at the storage location.

c. Storage of Back-Ups

All backup media that is not re-usable shall be thoroughly destroyed in an approved manner. Backup media that is used for other purposes shall be thoroughly erased.

d. Testing of Back-Ups

Periodic tests of the backups will be performed to determine if files can be restored.

7. Retention and Destruction of Personal Information

All physical media containing Personal Information shall be protected from unauthorized disclosure, modification, removal, and destruction. The Company shall implement additional procedures as necessary to protect against unauthorized access to or use of data in connection with its disposal. Application of such measures may depend on a number of factors, including the sensitivity of the information, costs and benefits of different disposal methods, available technology, and applicable legal requirements. 

a. Before disposing of hardware (e.g., copies, computers and other electronic devices) and physical media, the Company shall encrypt decommissioned hardware components which may have files containing NPI (servers, computers, laptops, copiers, scanners, fax machines, backup tapes rotated out of use, etc.) before deleting data and/or destruction.  Alternatively, hard drives may be shredded or taken to an approved electronics disposal provider. All Personal Information stored therein must be removed or made unrecoverable. If the Personal Information cannot be made unrecoverable, physical destruction of the hardware or physical media is required.
b. This requirement also applies to equipment which is leased or rented; therefore, the Company shall review all lease agreements to determine if disposal policies are consistent with the protection of NPI.
c. The Company shall purchase and maintain cross-cut “confetti” shredders and have a policy that shredding shall be done on a regular/daily basis to prevent NPI from sitting in a “to be shredded” box unless that box is stored in a locked room.  

8. Overseeing Third Party Service Providers 

a. The Privacy Officer shall coordinate with those responsible for third party service procurement activities to raise awareness of, and to institute methods for, selecting and retaining only those service providers that are capable of maintaining appropriate safeguards for Personal Information to which they will have access. 

b. The Company shall conduct reasonable due diligence on all third party service providers prior to hiring such service provider. Due diligence shall include a review of the third party service provider’s information security practices, financial resources and references.

c. The Privacy Officer shall work with the Board of Directors or Principals of the Company to develop and incorporate standard, contractual protections applicable to third party service providers and its subcontractors, which will require the service provider (and its subcontractors) to implement and maintain appropriate information security safeguards for Personal Information.  When entering into contracts with third party service providers which affect Personal Information, the Company will obtain certain written assurances (either in the services agreement or a standalone confidentiality agreement) from each third party provider regarding its handling of Personal Information. At a minimum, these written assurances shall provide that Service Provider (and subcontractors, if applicable) shall:

1. Maintain a comprehensive written information security program, which shall include reasonable and appropriate technical, organizational and security measures against the destruction, loss, unauthorized access or alteration of Personal Information in the possession of service provider or such subcontractors. 

2. Adopt a program to include physical and other security measures as shall be necessary to (a) ensure the security and confidentiality of the Non-public Personal Information, (b) protect against any threats or hazards to the security and integrity of such Nnon-public Personal Information, (c) protect against any unauthorized access to or use of such Non-public Personal Information and (d) ensure the proper disposal of consumer information. 

3. Provide evidence reasonably satisfactory to allow the Company to confirm that such party has satisfied its obligations regarding the handling of Personal Information.  

4. Provide audits, summaries of test results, and other equivalent evaluations to the Company regarding information security.  

5. Service provider (and subcontractors) shall provide immediate notification to the Company following discovery of any breach or suspected breach involving Personal Information.

To the extent the service provider is unwilling to include such language in the contract or in a separate acknowledgment, the Company will seek to obtain an alternative form of assurance.  

d. On a regular basis, the Company will review outside audits, summaries of test results, and other equivalent evaluations and/or conduct onsite audits of its service providers (and their subcontractors) who have access to Personal Information to insure that such providers have adequate and appropriate safeguards.

9. Data Breach Incident Reporting

The Company shall take all necessary actions to protect Personal Information in accordance with this Privacy Program and applicable legal requirements. Actual and suspected data breach incidents shall be reported, investigated, and handled in a timely manner. The Company shall work with the affected clients and consumers and local law enforcement as may be appropriate in the circumstances.
10. Business Continuity and Disaster Recovery

Business continuity and disaster recovery planning shall be an integral part of information systems security to ensure timely resumption from and, if possible, prevention of interruptions to business activities and processes caused by failures of information systems. The Company shall take appropriate measures to protect facilities and equipment from physical and environmental threats to prevent loss, damage, theft, or compromise of assets and interruption to business activities.
11. Enforcement

Noncompliance with this Privacy Program, whether intentional or negligent, may result in discipline up to and including immediate termination of employment. The Company will determine appropriate disciplinary actions under the circumstances and in accordance with applicable Company policies and local, state, and federal law. The Privacy Officer may establish procedures for obtaining exceptions from the requirements of this Program under appropriate circumstances.

Employees who violate this Privacy Program may be held personally responsible for any damages caused by loss of Personal Information resulting from their actions. Where a violation of this Privacy Program also constitutes a violation of state or federal law, the Company may report such actions to the appropriate federal and state law enforcement authorities.  

12. Program Revision History

The       [Privacy Officer, Board of Directors, Principals, Information Security Committee] will review this Program at least annually and make any updated needed to reflect changes in operations, legal and regulatory requirements, industry best practices, and available technology.  All revisions to this Program shall be recorded in the space below. 
